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DETAILED ACTION 



1. 



Claims 1—13, 17-27, 29-37, and 39-43 are pending. 



Claim 43 is new. 



Claims 14-16, 28, and 38 have been cancelled. 



2. 



This is a Final rejection. 



Claim Rejections - 35 USC § 103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 



3. Claims 1-13, 17-25 and 39-42 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Venkatesan, et al. (US 6,801,999). 

As per claim 1: 

Venkatesan, et al. discloses a method of regulating access to a website by a 
user terminal via the Internet, the user terminal reading a physical object 
including embedded steganographic indicia, said method comprising: 

at the user terminal, extracting identifying data from the steganographic 
indicia, and providing the identifying data to a remotely located central computer; 
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[col.29, lines 46-50 and col. 31, lines 62-65; As indicated in applicants 
specification steganographic is in the form of digital watermarking 
technology. Hence, Venkatesan teaches digital watermark] 

at the central computer: 

identifying a pointer associated with the identifying data; [col.5, lines 26- 
27 and col. 13, lines 45-50; Venkatesan discloses a starting location 
determined by a corresponding different one of the keys throughout the 
object.] 

generating at least one component of response information; storing the 
response information; and [col.28, lines 1-6 and col.29, lines 49-51] 

providing the pointer and response information to the user terminal; 
[col. 14, lines 25-36 and col.29, lines 52-56] 

at the user terminal, communicating with the website the pointer [col. 14, 
lines 25-35] via and providing the response information to the website; [col. 14, 
lines 37-55] 

at the website, communicating verification information to the central 
computer; and [col. 13, lines 37-38] 

at the central computer, verifying authority to access the website based at 
least in part on a comparison of the verification information [col.28, lines 17-21] 
and the stored response information, [col.29, lines 1-8] 

Venkatesan's invention is suited for use with downloading Internet 
accessible software objects from an Internet web site maintained by a content 
provider (i.e. publisher) to a client PC (col. 10, lines 34-39). However, 
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Venkatesan did not clearly explain the pointer is associated with the identifying 
data. The claimed identifying data can broadly be given as data or information 
related to identification which can be keys and/or a watermark. Venkatesan 
discloses a starting location determined by a corresponding different one of the 
keys throughout the object in order to yield the watermarked object (col. 13, lines 
45-48). Hence, the pointer points to a website or a site on the Internet that is 
associated with identifying data such as a key of a watermarked object to have 
the object be executed in the client PC (col. 14, lines 37-65). Venkatesan 
discloses for the client PC to execute on the object is accessed through the 

( 

Internet and links to the appropriate hyperlink and links with the publisher's web 
server (col. 14, lines 25-40). Therefore, it would have been obvious for a person 
of ordinary skills in the art that Venkatesan discloses a pointer associated with 
the identifying data because the information points to the location of the 
watermarked object that is necessary to electronically transact through the 
Internet to a website according to the pointer (col. 13, lines 45-47 and col. 14, lines 
25-65). 

As per claim 2: See col. 13, line 30 and col. 14, lines 34-35; discussing the 
identifying data comprises an object identifier. 

As per claim 3: See col. 14, lines 26-27 and 29, lines 11-13; discussing the 
pointer comprises at least one of a URL, IP address and web address. 
As per claim 4: See col.27, lines 10-14; discussing at least one component 
comprises a random number- 
As per claim 5: See col.25, lines 18-22; discussing generating at least a 
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second component, the second component comprising a time stamp. 

As per claim 6: See col.25, lines 18-22 and col. 27, lines 10-14; discussing 

the response information comprises at least the random number and the time 

stamp. 

As per claim 7: See col. 14, lines 34-35 and col.25, lines 18-22 and col.27, 
lines 10-14; discussing the verification information comprises at least the random 
number, the time stamp and a valid identifier. 

As per claim 8: See col. 14, lines 6-8 and col.23, line 9-12; discussing 
verifying authority comprises indexing the stored response information via the 
communicated random number and determining whether the stored response 
information matches the valid identifier and whether the verification information is 
received within a predetermined time period. 

As per claim 9: See col.1 1 , lines 33-46; discussing when the stored 
response information matches the valid identifier within the predetermined time 
period, method further comprising authorizing user terminal access to the 
website. 

As per claim 10: See col. 17, lines 50-64; discussing when the stored 
response information does not match the valid identifier or the verification 
information is not received within the predetermined time period, comprises 
signaling a lack of authority for the user terminal to access the website. 
As per claim 11: See col. 17, lines 50-64 and col.27, lines 11-16; discusses 
verifying authority comprises indexing the stored response information via the 
valid identifier and determining whether the stored random number matches the 
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communicated random number, and whether the verification information is 
received within a predetermined time period. 

As per claim 12: See col.14, line 15 and col. 18, line 49; discusses encrypting 

at least one component of the of the response information. 

As per claim 13: See col. 17, lines 41-42 and 27, lines 10-13; discussing the 

document identifier is randomly generated. 

As per claims 14-16: Cancelled 

As per claim 17: 

Venkatesan teaches a method of authenticating permission to access a system 
comprising: 

receiving a request to enter the system, the request including at least a 
verification key protected [col. 13, lines 45-50], the request being associated with 
at least a steganographically marked object; [col.14, lines 25-55; As indicated 
in applicants specification steganographic is in the form of digital 
watermarking technology] 

querying a data structure to determine whether the verification key is 
authorized; [col. 7, lines 34-38 and col.11, lines 40-46] 

allowing access to the system based on the response to the query; and 
[col. 5, lines 24-56 and col.24, lines 42-46; Venkatesan discusses querying 
the database for comparing the value of the watermark in the license to the 
value of the actual corresponding watermark to determine if there is a 
match to permit access] 



Application/Control Number: 09/853,835 Pag 
Art Unit: 2135 

verification key comprises a first random number [col. 14, lines 3-5 and 
col.27, lines 5-14], and the data structure comprises at least one data record 
including a second random number and a first identifier, [col.24, line 59-col.25, 
line 10] 

Venkatesan does teach the verification key in the form of watermark key, 
that is generated by the watermark authority (WA) for objects that are to be 
protected (col.6, lines 2-4). There is also other information (i.e. header, license) 
that permits access to the watermarked object (col. 19, lines 3-6) but did not 
specifically discuss the allowing access to the system. Venkatesan discusses 
watermarking the objects and a provides a resulting watermarked version of that 
object is for the publisher where the publisher distributes resulting encrypted, 
fingerprinted and watermarked copies of the object to requesting users (col.6, 
lines 8-21). Venkatesan discloses a starting location determined by a 
corresponding different one of the keys throughout the object in order to yield the 
watermarked object (col. 13, lines 45-48). Hence, the pointer points to a website 
or a site on the Internet that is associated with identifying data such as a key of a 
watermarked object to have the object be executed in the client PC (col. 14, lines 
37-65). Further, Venkatesan's invention is suited for use with downloading 
Internet accessible software objects form an Internet web site maintained by a 
content provider (i.e. publisher) to a client PC (col. 10, lines 34-39). Therefore, it 
would have been obvious for a person of ordinary skills in the art for having 
verification information such as keys of Venkatesan to allow access to the 
publisher's system to download the objects. 
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As per claim 18: See col. 17, lines 32-64; discussing the verification key further 
comprises a first time stamp and the data record further includes a second time 
stamp. 

As per claim 19: See col.24, line 59-col.25, line 10 and col.27, lines 10-14; 
discussing indexes the data record via the first random number, the first and 
second random numbers (col. 14, lines 3-5 and col.27, lines 5-14) being equal, 
determines whether the first identifier matches the second identifier, and whether 
the first time stamp is within a predetermined time range based on the second 
time stamp, and signals to the system whether the first identifier matches the 
second identifier and whether the first time stamp is within the predetermined 
time range. 

As per claim 20: See col. 25, lines 7-8; discussing the first identifier comprises 
an identifier extracted from a digital watermark. 

As per claim 21: See col. 23, lines 10-30 and col.27, lines 5-15; discussing 
indexes the data record via the second identifier, the first identifier and second 
identifier being equal, determines whether the first random number matches the 
second random number, and signals to the system whether the first random 
number matches the second random number and whether the verification 
information is received within a predetermined time. 
As per claim 22: 

Venkatesan discloses a system for exchanging data comprising: 

a central server comprising at least one database [col.28, lines 1-6 and 
col.29, lines 49-51] including response information and pointer information 
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[col. 14, lines 37-55], wherein when a user terminal communicates an extracted 
watermark identifier to said central server [col.25, lines 5-11 and col.31, lines 
62-65; As indicated in applicants specification steganographic is in the 
form of digital watermarking technology], said central server identifies a 
corresponding URL with the extracted watermark identifier [col. 15, lines 47-58 
and 23, lines 46-51], and wherein said central server generates a 
number[col.27, lines 5-15], and stores the number and extracted watermark 
identifier in the database as response information, [col.31, lines 58-65] 

Venkatesan's invention is suited for use with downloading Internet 
accessible software objects from an Internet web site maintained by a content 
provider (i.e. publisher) to a client PC (col. 10, lines 34-39). However, 
Venkatesan did not clearly explain the pointer is associated with the identifying 
data. The claimed identifying data can broadly be given as data or information 
related to identification which can be keys and/or a watermark. Venkatesan 
discloses a starting location determined by a corresponding different one of the 
keys throughout the object in order to yield the watermarked object (col. 13, lines 
45-48). Hence, the pointer points to a website or a site on the Internet that is 
associated with identifying data such as a key of a watermarked object to have 
the object be executed in the client PC (col. 14, lines 37-65). Venkatesan 
discloses for the client PC to execute on the object is accessed through the 
Internet and links to the appropriate hyperlink and links with the publisher's web 
server (col. 14, lines 25-40). Therefore, it would have been obvious for a person 
of ordinary skills in the art that Venkatesan discloses a pointer associated with 
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the identifying data because the information points to the location of the 
watermarked object that is necessary to electronically transact through the 
Internet to a website according to the pointer (col. 13, lines 45-47 and col. 14, lines 
25-65). 

As per claim 23: See col. 11, lines 39-45 and col. 15, lines 51-52; discussing at 
least one database comprises a first database for storing pointers and a second 
database for storing response information. 

As per claim 24: See col.25, lines 20-22; discussing server further generates a 

time stamp and stores the time stamp with the response information. 

As per claim 25: See col. 13, line 35 and col.25, lines 20-22; discussing the 

number comprises at least one of a random number, a pseudo-random number, 

and a predetermined number. 

As per claim 39: 

Venkatesan discloses a method of regulating access to a website by a user 
device over a network, the user device reading an object including hidden 
steganograhpic indicia, said method comprising: 

receiving identifying data extracted from hidden steganograhpic indicia, 
wherein the identifying data was extracted by a remotely located user device and 
communicated via a network; [col.29, lines 46-50 and col.31, lines 62-65; As 
indicated in applicants specification steganographic is in the form of digital 
watermarking technology] 

identifying a pointer associated with the identifying data [col. 13, lines 45- 

50] 
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providing at least one component of response information; storing the 
response information; [col.28, lines 1-6 and col.29, lines 49-51] 

communicating the pointer and response information to the user device 
via the network [col. 14, lines 25-35], whereby the user device may access the 
website using at least the pointer and provide the response information to the 
website; [col. 14, lines 37-55] 

receiving verification information [col.6, lines 2-4] from the website 
including at least a portion of the response information; [col.28, lines 17-21] 

verifying authority to access the website based at least in part on a 
comparison of at least a portion of the verification information and at least a 
portion of the stored response information; and [col.29, lines 1-8] 

providing an indication of authority to the website, [col.28, lines 32-42] 

Venkatesan's invention is suited for use with downloading Internet 
accessible software objects from an Internet web site maintained by a content 
provider (i.e. publisher) to a client PC (col. 10, lines 34-39). However, 
Venkatesan did not clearly explain the pointer is associated with the identifying 
data. The claimed identifying data can broadly be given as data or information 
related to identification which can be keys and/or a watermark. Venkatesan 
discloses a starting location determined by a corresponding different one of the 
keys throughout the object in order to yield the watermarked object (col. 13, lines 
45-48). Hence, the pointer points to a website or a site on the Internet that is 
associated with identifying data such as a key of a watermarked object to have 
the object be executed in the client PC (col. 14, lines 37-65). Venkatesan 
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discloses for the client PC to execute on the object is accessed through the 
Internet and links to the appropriate hyperlink and links with the publisher's web 
server (col. 14, lines 25-40). Therefore, it would have been obvious for a person 
of ordinary skills in the art that Venkatesan discloses a pointer associated with 
the identifying data because the information points to the location of the 
watermarked object that is necessary to electronically transact through the 
Internet to a website according to the pointer (col. 13, lines 45-47 and col. 14, lines 
25-65). 

As per claim 40: See col. 32, lines 38-39; discussing the indication inhibits 
access to the website. 

As per claim 41: See col.6, lines 62-65; discussing the indication allows access 
to the website. 

As per claim 42: See col. 5, line 20; discussing the user device comprises a 
handheld device. 

As per claim 43: See col. 10, line 5-20; discussing a machine-readable medium 
comprising instructions to perform the method of claim 39. 
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Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

4. Claims 26-27 and 29-37 are rejected under 35 U.S.C. 102(e) as being 
anticipate by Moskowitz, et al. (US 5,822,432). 

As per claim 26: 

Moskowitz teaches a method of operating a computer server, the computer 
server to communicate with at least one user terminal, said method comprising: 

receiving an object identifier from the user terminal, wherein the object 
identifier is steganographically embedded in the object; [col. 9, lines 1-16 and 
44-45; As indicated in applicants specification steganographic is in the 
form of digital watermarking technology where data are hidden (by 
embedding) in some other object] 

identifying a pointer associated with the document identifier [col.6, lines 
24-25] wherein the pointer comprises at least one of a URL, IP address and web 
address; [col. 9, lines 29-39] 

generating at least one component of response information; [col. 9, lines 

17-24] 



Application/ Control Number: 09/853,835 Page 
Art Unit: 2135 

storing the response information; and [col. 5, lines 35-39 and col.6, lines 

25-40] 

providing the pointer and response information to the user terminal, [col.9, 
lines 33-38] 

As per claim 27: See coL3, lines 23-25; discussing the object identifier is 
steganographically embedded in the form of a digital watermark. 
As per claim 28: Cancelled 

As per claim 29: See col.6, lines 17-18; discussing the at least one component 
comprises a random number. 

As per claim 30: See col.9, line 41; discussing the response information further 
comprises a time stamp. 

As per claim 31: See col.6, lines 17-18 and col.9, line 41; discussing the 
response information comprises at least a random number and a time stamp. 
As per claim 32: See col.6, lines 17-20 and col.9, lines 40-51 ; discussing 
verifying data, wherein said verifying data comprises indexing the stored 
response information via a second random number, and determining whether the 
stored document identifier matches a valid identifier. 

As per claim 33: See col.9, lines 17-21 and 40-51; discussing when the stored 
document identifier matches the valid identifier, said method further comprises 
authorizing user terminal access. 

As per claim 34: See col. 3, lines 43-58 and col.9, lines 25-26; discussing when 
the stored document identifier does not match a valid identifier, said method 
further comprises signaling a lack of authority for the user terminal. 
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As per claim 35: See col. 6, lines 17-20 and col. 9, lines 40-51 ; discussing 
verifying data comprises indexing the stored response information via a valid 
identifier and determining whether the stored random number matches a second 
random number. 

As per claim 36: See col. 6, line 16-20; discussing encrypting at least one 
component of the response information. 

As per claim 37: See col. 3, line24-26; discussing the document identifier is 

randomly generated. 

As per claim 38: Cancelled 



Response to Arguments 

5. Applicant's arguments filed 12/18/2006 have been fully considered 
but they are not persuasive. 

Examiner traverses argument on page 12, where Venkatesan did not 
include a pointer comprising information to access a website. Venkatesan's 
invention is suited for use with downloading Internet accessible software objects 
from an Internet web site maintained by a content provider (i.e. publisher) to a 
client PC (col. 10, lines 34-39). The claimed pointer comprising information to 
access a website is very broad where such information can be as any kind of 
information (i.e. watermark, key, license, header, etc.) of a pointer used to point 
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to a website. Further, the claimed identifying data is also broad and can be given 
as data or information related to identification (i.e. watermark, key, license, 
header, etc.). Venkatesan discloses a starting location determined by a 
corresponding different one of the keys throughout the object in order to yield the 
watermarked object (col. 13, lines 45-48). Hence, the pointer points to a website 
or a site on the Internet where the pointer is associated with a key of a 
watermarked object (or identifying data or information) to download the object in 
the client PC (col. 14, lines 37-65). Venkatesan discloses for the client PC to 
execute on the object is accessed through the Internet and links to the 
appropriate hyperlink and links with the publisher's web server (col. 14, lines 25- 
40). Therefore, it would have been obvious for a person of ordinary skills in the 
art that Venkatesan discloses a pointer associated with the identifying data 
because the information points to the location of the watermarked object that is 
necessary to electronically transact through the Internet to a website according to 
the pointer (col. 13, lines 45-47 and col. 14, lines 25-65). 

Regarding argument on page 13: examiner traverses that the passages 
of Venkatesan is read into too much because the claimed invention recites broad 
limitations of pointer comprising information (or identifying data) to access a 
website. The claimed does not limit the information or identifying data to 
particularly point to a website, just limits to information to access a website such 
as the pointer having protect information or encryption key to gain access to a 
website. Venkatesan is communicating the pointer "whereby the user may 
access the website" is subjective for interpretation as well. The user may access 
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the website can be interpreted as a possibility accessing the website using the 
pointer. 

Regarding the argument of page 14: examiner traverses the argument that 
watermark do not help facilitate communication with the website. Venkatesan 
discloses a user can obtain a copy of the object by executing in the client PC on 
an appropriate hyperlink for that object and depicted in a web page provided by 
web server, maintained by a publisher. Upon receipt of a download request, a 
file is downloaded where the file contains name of the object and the encrypted, 
fingerprinted and watermarked object (col. 14, lines 25-35). The user can 
electronically transact through the Internet and links with publishers web server 
(col. 14, lines 37-55). Thus, Venkatesan reads on the claimed communicating the 
pointer and response information to the user device via the network, whereby the 
user device may access the website using at least the pointer and provide the 
response information to the website. The above discussion also applies to the 
argument for claim 17 because Venkatesan discloses upon receipt of a download 
request which is a request to access to a file or object of publisher's system with 
particular access rights (col. 14, lines 25-35). 

Regarding page 15: examiner traverses arguments for claim 21-22. 
Venkatesan discloses verifying public keys of the publisher and the client PC 
where this is obviously generated from random numbers and by verifying is to 
compare and match to equal to one another (col. 23, lines 10-30 and col.27, lines 
5-15). Claim 21 is rejected by virtue of dependency. 
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Per claim 22, Venkatesan discloses a user can obtain a copy of the object 
by executing in the client PC on an appropriate hyperlink for that object and 
depicted in a web page provided by web server, maintained by a publisher. 
Upon receipt of a download request, a file is downloaded where the file contains 
name of the object and the encrypted, fingerprinted and watermarked object 
(col. 14, lines 25-35). The user can electronically transact through the Internet 
and links with publisher's web server (col. 14, lines 37-55). Thus, a link to a 
publisher or website is the URL of the website. 

Claim 26 broadly recite, "identifying a pointer associated with the object 
identifier, wherein the pointer comprises at least one of a URL, IP, and web 
address" where this limitation merely points to a location (i.e. URL, IP, address). 
Moskowitz discloses a watermark is the object identifier that contains information 
(pointers) geographical or electronic distribution or contains information on where 
to locate other copies of this content. The watermark contains one or more URLs 
describing online sites (col. 9, lines 30-39). Moskowitz does teach identifying a 
pointer associated with the document identifier (col.6, lines 24-25) wherein the 
pointer comprises at least one of a URL, IP address and web address (col.9, 
lines 29-39). 

Conclusion 

6. THIS ACTION IS MADE FINAL. Applicant is reminded of the 
extension of time policy as set forth in 37 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to 
expire THREE MONTHS from the mailing date of this action. In the event 
a first reply is filed within TWO MONTHS of the mailing date of this final 
action and the advisory action is not mailed until after the end of the 
THREE-MONTH shortened statutory period, then the shortened statutory 
period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the 
mailing date of the advisory action. In no event, however, will the 
statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to LEYNNA T. HA whose telephone 
number is (571) 272-3851. The examiner can normally be reached on Monday - 
Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on (571) 272-3859. The fax 
phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 
9197 (toll-free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 
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